Abstract: The Fuchs-Peres-Brandt (FPB) probe realizes the most powerful individual attack on BB84 quantum key distribution. A physical simulation of the FPB-probe attack using singlephoton two-qubit quantum logic is described. In an individual attack on single-photon Bennett-Brassard 1984 quantum key distribution (BB84 QKD), Eve probes Alice's photons one at a time. Fuchs and Peres [1] described the most general way in which an individual attack could be performed. Eve supplies a probe photon and lets it interact with Alice's photon in a unitary manner. Eve then sends Alice's photon to Bob, and performs a probability operatorvalued measurement (POVM) on the probe photon she has retained. Slutsky et al. [2] demonstrated that an optimized Fuchs-Peres probe affords Eve the maximum amount of Rényi information about the error-free sifted bits that Bob receives for a given probability that Bob will suffer an error on a sifted bit. Brandt [3] then showed that the optimal probe could be realized with a single CNOT gate. When Alice uses the H/V basis for her photon transmission, Eve's CNOT gate effects the following transformation, |H |T in −→ |H |T − + |V |T E and |V |T in −→ |V |T + + |H |T E , where the kets on the left-hand side denote the Alice ⊗ Eve state of the control and target qubits at the CNOT's input and the kets on the right-hand side denote the Bob ⊗ Eve state of the control and target qubits at the CNOT's output. Similarly, when Alice uses the ±45
When Alice uses the H/V basis for her photon transmission, Eve's CNOT gate effects the following transformation, |H |T in −→ |H |T − + |V |T E and |V |T in −→ |V |T + + |H |T E , where the kets on the left-hand side denote the Alice ⊗ Eve state of the control and target qubits at the CNOT's input and the kets on the right-hand side denote the Bob ⊗ Eve state of the control and target qubits at the CNOT's output. Similarly, when Alice uses the ±45
• basis, Eve's CNOT gate has the following behavior, |+45
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• |T E and |−45
• |T E . Thus, if Bob measures in the basis that Alice has employed and his outcome matches what Alice sent, then Eve can learn their shared bit value, once Bob discloses his measurement basis, by distinguishing between the |T + and |T − output states for her target qubit. But, Eve causes an error event whenever Alice and Bob choose a common basis and her target qubit's output state is |T E . When Eve uses the minimum-error-probability receiver for distinguishing between the single-photon polarization states |T + and |T − it is easily shown that the error probability incurred by Alice and Bob on their sift events is P E and the Rényi information (in bits) that Eve learns about each Alice/Bob error-free sift event is
It follows that operation of the FPB probe in the 0 ≤ P E ≤ 1/3 regime allows Eve to optimally tradeoff the error probability she creates versus the information she obtains, with P E = 0 yielding I R = 0 and P E = 1/3 yielding I R = 1.
In single-photon two-qubit (SPTQ) quantum logic, each photon encodes two independently-controllable qubits [4] , one in polarization and the other in momentum. Polarization-qubit rotations are easily accomplished with wave plates. Momentum-qubit rotations are realized by first performing a SWAP operation, to exchange the polarization and momentum qubits, then rotating the polarization qubit, and finally performing another SWAP. The SWAP gate is realized as a momentum-controlled NOT gate (M-CNOT) followed by a polarization-controlled NOT gate (P-CNOT) followed by another M-CNOT [4, 5] . single-photon source and Bob employs active basis selection. Alice uses a polarizing beam splitter and an electronically-controllable half-wave plate (HWP) to set the BB84 polarization state for each photon she transmits. Eve then imposes the probe state |T in on the momentum qubit by applying a SWAP gate, rotating the resulting polarization qubit to the |T in state, and then using another SWAP. This procedure leaves Alice's BB84 polarization state unaffected. Eve then sends Alice's photon through a P-CNOT gate, which will accomplish the FPB probe's state transformations, and routes it on to Bob. Bob uses his own controllable HWP plus a polarizing beam splitter to set the polarization basis for his measurement. Figure 2 is a physical simulation, rather than a true attack, because Eve has invaded Bob's turf, and inserted SWAP gates, half-wave plates, polarizing beam splitters, and additional photodetectors, so that she can forward to Bob measurement results corresponding to photon counting on the polarization basis that he has selected while she retains the photon counting results corresponding to her minimum-error-probability measurement. Single-photon on-demand sources are now under development at several institutions [6] , but at present it is more practical to use spontaneous parametric downconversion (SPDC) as a heralded single-photon source [7] . SPDC can produce photons that are simultaneously entangled in polarization and in momentum [8] , making possible the Fig. 2(b) configuration for physically simulating the FPB-probe attack on BB84. Here, a pump laser drives type-II phase matched SPDC, producing pairs of orthogonally-polarized, frequency-degenerate photons that are entangled in both polarization and momentum. The first polarizing beam splitter transmits a horizontally-polarized photon and reflects a vertically-polarized photon while preserving their momentum entanglement. Eve uses a SWAP gate and (half-wave plate plus polarizing beam splitter) polarization rotation so that her photodetector's clicking will, by virtue of the momentum entanglement, herald the setting of the desired |T in momentum-qubit state on the horizontally-polarized photon emerging from the first polarizing beam splitter. Alice's electronically controllable half-wave plate sets the BB84 polarization qubit on this photon, and the rest of the Fig. 2(b) configuration is identical to that shown and explained in Fig. 2(a) .
The FPB attack's physical simulation is both experimentally feasible and technically informative. Quantum nondemolition (QND) measurement technology provides the key to creating a true FPB attack, i.e., one in which Eve did not need to invade Bob's receiver. It is possible, in principle, to use cross-phase modulation between a strong coherent-state probe beam and an arbitrarily polarized signal beam to make a QND measurement of the signal beam's total photon number while preserving its polarization state. With such technology in hand, a true FPB-probe attack will become viable.
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